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ABSTRACT 
 

The goal of information security systems in an enterprise is to 
make the right information available to the right entities at the 
right times and in the right formats while ensuring only 
authorized information flows occur. The standard approach is 
to purchase a new system to meet current needs. Patches, work-
arounds, and added components satisfy the changing future 
needs while creating an increasingly complex system, and 
operational capability slowly degrades over time as complexity 
builds. The system is then rebuilt from the ground up, at great 
cost and inconvenience, and the cycle repeats. This paper 
describes an approach for constant change. Instead of building 
the best system possible based on today’s needs, only to 
replace it in the future, the goal is a system that is capable of 
evolving toward a better future in a consistent and directed 
way. This prevents one-off fixes from lingering, and it keeps 
the distributed decision-making process aligned toward a 
common enterprise goal. Components not consistent with 
future goals are identified and scheduled for replacement. 
Current practices chosen for expedience are assigned expiration 
dates to prevent them from becoming solidified in the future 
architecture. The replacement cycle is applied to components 
of the system instead of the entire system. This stops the cycle 
of complete replacements by allowing constant change, which 
reduces overall cost and maintains a more consistent 
operational capability. 
 
Keywords: Enterprise, Implementation Baseline, Information 
Security, Operational Baseline, Target Baseline, Technology. 
 
 

1. INTRODUCTION 
 
Information security systems are complex. They are built using 
products with configurations, settings, and best practices that 
can be difficult to understand and implement. The products use 
protocols, which are instantiated in implementations that 
themselves have engineering trade-offs and configurations. 
These implementations build on underlying networking 
infrastructure, protocols, and configurations, and these rely on 
algorithms, mathematics, and physics to work. Just the simple 
act of loading a web page has built into it a vast array of 
technologies, configurations, settings, and other considerations 
developed over many years by thousands of individuals, 
companies, and other entities and refined by billions of users 
and trillions of interactions. This situation is only becoming 
more complex as new protocols, scientific research, products, 
and operational guidance are developed.  
 
The first challenge for an enterprise is not just how to build a 
secure information-sharing system, but how to even define the 
goals in such a changing landscape. The goals must be set at 
the appropriate level. Too high, and they fail to guide real-

world choices. Too low, and they become too rigid when new 
technologies emerge. With the right goals, the second challenge 
is to understand the past, present, and future. The past is all the 
systems already purchased and operating. The present is the set 
of systems being put into place now. The future is the vision 
for upcoming systems, and the direction in which to move 
current systems. With this understanding of past, present, and 
future, the final challenge is to integrate and manage these in a 
cohesive way. As time progresses, the future becomes the 
present, the present becomes the past, and the past is retired. 
This cycle should be continuous in order to preserve a 
functioning system rather than thrash between new and shiny 
systems with great promise that quickly become frustrating old 
systems that no longer function. 
 
 

2. CURRENT APPROACHES 
 
Some current approaches to information security system 
management rely on the expert, the bureaucracy, or the vendor. 
 
The Expert 
With the expert approach, a single expert or small group owns 
the problem and the solution to all information system issues. 
They plan, coordinate, and direct computer-related activities in 
an organization; help determine the information technology 
goals of an organization; and are responsible for implementing 
computer systems to meet those goals. [1] Their competence 
enables the enterprise to rely on them for all its needs, and the 
expert is rarely questioned. This is partly because their 
competence allows them to make good choices, keep systems 
running, and respond quickly to requests, but also because no 
one else in the enterprise is qualified to ask the right questions 
to challenge them. This approach has the benefits of efficiency, 
consistency, and good alignment with enterprise goals. 
However, if the expert is a single person or a small group, this 
person may have their own hidden agenda or biases that drive 
their decisions. This would be difficult to stop or even discover. 
Also, an individual or small group may retire, take another job, 
or otherwise leave the enterprise scrambling for a replacement. 
Because the system was maintained by a single person, it may 
have idiosyncrasies that this person created and kept up with, 
but others coming into the job would not understand. Thus, 
changing experts requires a complete system overhaul, where a 
lot of the accumulated knowledge about the system, its users, 
and best practices is lost. Relying on these experts can be 
beneficial in the short term, but they may limit the growth and 
continuous improvement of the organization. [2] 
 
The Bureaucracy 
A bureaucracy can address some of the failings of the expert. It 
is a system for controlling or managing an organization that is 
operated by a large number of officials employed to follow 
rules carefully. [3] Instead of a single person who is largely 
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unaccountable, a bureaucracy documents all of its procedures, 
processes, and decisions in detail. It often has oversight and 
periodic reviews as well. This allows the function of the 
bureaucracy to continue even as the people within it are 
constantly changing. However, bureaucracies often take a life 
of their own that can diverge from their original intent due to 
the tendency of the bureaucracy to try to survive through 
funding variances and changing political pressures. Also, 
bureaucracies are inefficient and slow to change, and they often 
make decisions based on who complains loudest or who has the 
most influence instead of who has the best ideas. They lack the 
accountability of a single person. [4] Where the expert can 
exercise good judgement on a case-by-case basis, bureaucracies 
are constrained by their own operating procedures, which do 
not always fit well with future problems that arise. 
 
The Vendor 
Vendors ultimately provide the products that are used to build 
information-sharing systems. They are current with technology, 
products, and best-practices. They anticipate future needs and 
work to meet them in their products. As a result, vendors often 
have better knowledge than a bureaucracy about how to build a 
system. Also, many vendors work as integrators to provide 
cohesive solutions for a related set of information-sharing 
problems. It is often tempting to go to vendors looking for 
solutions. However, the vendor goal is profit. Profit can be 
aligned with providing a good solution, but often in the long 
term it is not. In particular, vendors often strive to lock 
customers into their solutions by providing functionality that 
works well as part of their overall solution but does not 
integrate with other solutions. [5] When an organization is 
locked in, the vendor can increase prices until they are close to 
the significant cost to switch vendors. Comparing vendors or 
choosing a different vendor is not the solution, because the 
problem is inherent in the vendors’ goals and the structure of 
the relationship. 
 

 
3. THE VISION 

 
A new approach is needed to address current problems. Our 
vision includes the following components:  
 

• Describe design principles and goals 
• Document the past, present, and future 
• Trickle down from future to present to past 
• Dedicate teams to continuously review and update 

documentation 
 

The first part, where design principles and goals are described, 
forms the foundation for all later work. Current work on the 
Enterprise Level Security (ELS) security model starts with a set 
of tenets, a subset of which are shown in Figure 1. These are 
basic design principles that are used to build the ELS 
architecture. 
 
Examples include simplicity, assuming malicious entities 
cannot be kept out of our system, extensibility, and 
accountability. These basic ideas and goals shape all detailed 
decisions for the system. Tied to these tenets are a set of key 
concepts for our system. These include important protocol 
decisions, the need to name all entities, and the need to 
authenticate all entities. Unlike the tenets, which could be 
applied to many different types of systems, the key concepts 
are related specifically to our information system. Tied to these 
concepts are a list of requirements. These include specific 
naming requirements, the requirement for unique identities, and 
the restriction against anonymity in communications. The 
requirements are still not particular to any product or service, 
but they apply generally across many products. These are high-
level requirements for the entire information-sharing system. 
This basic security model, including the full sets of tenets, 
concepts, and requirements, is described in more detail in [6].

 
Figure 1 Mapping of Tenets to Concepts to Requirements 
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Beyond these tenets, principles, and goals are a set of 
documents that discuss specific technologies. These document 
the past, present, and future. The future is closely tied to the 
design principles and goals. This is the “Target Baseline,” 
which consists of documents that describe the goal for the near 
future for different technologies. The first set of these 
documents consists of “Scenarios,” which describe different 
enterprise needs and the questions they raise about how to use 
technology. The second part consists of “Technical Profiles,” 
which describe how to use different technologies. These 
include authentication, access control, and other basic security 
functions. They also include mobile device management, 
databases, and operating systems, which rely on the basic 
security documentation and requirements. Scenarios are written 
as enterprise needs are identified. Technology profiles are 
written as the scenarios raise technology questions.  
 
The scenarios and technology profiles describe the goal for the 
ideal future state. This is not constrained by current products or 
best practices. It seeks to apply the design principles and goals 
to particular technology problems by proposing technical 
solutions that are consistent with the design goals.  
 
The present-looking documents are the “Implementation 
Baseline,” which describe current products. Each document 
provides an assessment of how a currently available product 
compares against relevant Technical Profile requirements. 
“Capability Profile” documents bridge the gap between the 
Target Baseline and Implementation Baseline. These describe 

the capability a product implements and the relevant target 
baseline document requirements that apply.  
 
A product with an Implementation Baseline document is not an 
approved product. It is simply a product that has been analyzed 
with respect to the goals for the security model and information 
sharing. With this analysis, it is possible to make informed 
decisions for risk management. The document identifies 
shortcomings in security and capability. It quantifies the 
security risks and provides forms of mitigation that may reduce 
risk.  
 
The Implementation Baseline documents also include 
information about product vendor plans for the future, such as 
whether or when they plan to release an updated version that 
meets certain requirements or mitigates risks. For example, 
when setting up an encrypted communication path, a product 
may use several standard approaches. For many reasons, 
including vulnerabilities and compromises, the more current 
standards may be required as part of the baseline. The current 
release of a product may have implemented Transport Layer 
Security (TLS) version 1.0. This may not meet the baseline 
requirement of TLS 1.2 or subsequent. However, the developer 
may plan to provide TLS 1.2 in its next release. This future-
looking assessment can be used to decide whether a product is 
more or less likely to meet future enterprise needs by 
comparing their plans to the future goals as stated in the Target 
Baseline. In some cases, the product will not be recommended 
if it is not on a path to satisfy the baseline. 
 

 
Figure 2 The Vision, from Tenets to Operational Baseline 
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The final set of documents is the “Operational Baseline,” which 
looks to the past and describes the currently fielded products 
and their operational rules, configurations, and best practices. 
Like the implementation baseline, this operational baseline 
identifies shortcomings in security and capability. It quantifies 
the security risks and provides forms of mitigation that may 
reduce that risk. It can also provide an upgrade approach 
through the implementation baseline for current software that 
will bring it more in line with the target baseline. The 
operational baseline can be used to set budgets and provide 
support for vulnerability mitigation work. It is understood that 
these products probably do not meet the future goals, so the 
focus is on how these products are being used to best conform 
to the goals as described in the future-looking documents. 
 
Figure 2 describes the overall vision. It starts at its core with 
the tenets, which are represented by solid rocks that are 
difficult to move or change. These are surrounded by concepts, 
which are represented by wood, which is still solid but more 
flexible than the tenets. The requirements are represented by 

formal documents, which can be changed easily but still have 
significant weight attached to them.  
 
Beyond these central ideas are the three layers of 
documentation, the Target Baseline, the Implementation 
Baseline, and the Operational Baseline. Each layer is primarily 
related to and affected by the neighboring layers. The Target 
Baseline is directly driven by the Requirements, which are a 
practical expression of the higher-level Concepts and 
ultimately the Tenets. The Implementation Baseline products 
are evaluated directly against the Target Baseline’s Technical 
Profile document requirements. In addition, as products are 
evaluated, there is a feedback process that can adjust the Target 
Baseline and the Technical Profile requirements to better align 
them with current technology. The Operational Baseline relates 
to the Implementation Baseline for currently fielded products 
that were not previously evaluated in the Implementation 
Baseline. These product configurations and operational 
practices are documented in the Operational Baseline, and any 
shortcomings with respect to Implementation Baseline 
documents for similar products are highlighted. 

 
Table 1 Target Baseline Documentation 

 
Table 2 Implementation Baseline Documentation 

# Implementation Baseline Document 
1 Managed Platforms .NET Baseline 
2 Application Services  
3 Managed Platforms Database Server Baseline 
4 Enterprise Level Security (ELS) Capability 
5 Managed Platforms Enterprise Resource Planning (ERP) Systems 
6 Managed Platforms Java Baseline 
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Figure 3 Documentation Hierarchy 

 
Mitigations for vulnerabilities are also noted. Often, these are 
workarounds for missing capability that involve inefficiencies 
or security risks. By documenting these workarounds, the 
Implementation Baseline documents have better information 
about which shortcomings in current products have existing 
workarounds and which are fundamental problems that will 
require additional cost or effort. Ultimately, the Operational 
Baseline and the operational procedures should be driven by 
the Tenets, Concepts, and Requirements through this process, 
which keeps the entire enterprise consistent to the extent 
possible. Shortcomings are documented, workarounds noted, 
and expected compliance plans and dates are recorded. 
 
 

4. REALIZING THE VISION 
 
Scenarios include many different questions about how to 
perform different mission needs. The basic security model is 
documented in a special “Design Technical Profile” called 
“Application Security Guidelines.” This describes the tenets, 
key concepts, and high-level requirements for building an ELS 
system. “Building Block Technical Profiles” include 
Authentication, Public Key Infrastructure, Access Control, and 
Monitoring. These apply across a large number of different 
capabilities and technologies. “Capability Technical Profiles” 
include the many technologies and capabilities that build on the 
core security functions to provide functionality for the 
enterprise.  
 
“Capability Profiles” link the Target Baseline to the 
Implementation Baseline. An important question for these 
documents is what constitutes a capability versus a 
requirement. The capabilities in these documents must be 
described at a high enough level that they do not restrict a 
vendor’s implementation. This allows for vendor creativity and 
inclusion of new technologies. However, the capabilities must 
be defined specifically enough that vendors cannot simply 
bypass key security requirements by using new and different 
approaches that are not proven or secure.   Table 1 shows a 
sample list of Scenarios, Technical Profiles, and Capability 
Profiles. 
 

The Implementation Baseline contains several documents.  A 
potential set of these documents is listed in Table 2. It can be 
difficult to get enough information from vendors to assess their 
products against the fairly detailed security requirements in the 
Target Baseline Technical Profiles. It is tempting to simply ask 
the vendors if they meet all the requirements and happily 
accept a “Yes” answer to all such questions. However, the 
purpose of these documents is to provide reliable information 
about products, and vendors do not always provide such 
information freely, especially the information about 
requirements their products do not meet. Feedback to the 
groups producing target baseline documentation and education 
of the group writing the Implementation Baseline about current 
Target Baseline requirements will improve the overall 
evolution. 
 
The process to perform full assessments is still under 
development. The need for full-time trained professionals in 
this area is great. 
 
For the final component, the “Operational Baseline,” the first 
step is to identify all current products in use. This is a 
considerable effort for a large enterprise, and results are often 
incomplete. Currently assigned personnel at the operational 
level do not have time to organize this aspect, and it may have 
to await staffing for this function. Essential feedback to both 
the target baseline and implementation baseline will improve 
the overall continuous improvement of the enterprise IT. It is 
expected that these documents will be very limited distribution. 
Figure 3 shows the relationships between the different types of 
documentation. The Target Baseline also describes some of its 
internal structure.  
 
The dashed lines indicate paths of influence between the 
document types. For example, mission needs identified in 
scenarios shape the Capability Technical Profiles, the products 
analyzed for the Implementation Baseline, and the assessment 
of vendors’ future product plans. There is mutual feedback 
between the capability assessments of the Implementation 
Baseline and Operational Baseline. Upgrades for the 
Operational Baseline are influenced by, and can also influence, 
the core security requirements in the Building Block Technical 
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Profiles. Many other interactions are possible. These help to 
keep all the documents more cohesive and relevant to each 
other and to current technology trends and products. 
 
In addition to the influence between documents, the periodic 
discussions that follow these dashed lines help to inform 
owners of each document type about the other documents that 
are relevant. This helps to accomplish the following: 
 

• Finding Target Baseline shortfalls in the 
Implementation Baseline and properly assessing 
associated risks. 

• Finding, understanding, and assessing shortfalls, 
risks, and mitigations to the Operational Baseline. 

• Adding necessary upgrades to the Operational 
Baseline, or replacing products if upgrades are not 
available or insufficient. 

• Updating the Target Baseline to better align with 
current products and practices and avoid significant 
divergence from the commercial state-of-the-art. 

 
 

5.  FUTURE WORK 
 
As the future becomes the present, we expect to see more 
products meeting the old requirements. The Implementation 
Baseline documents will be updated to reflect the current status 
of products with respect to the original Target Baseline. They 
will also be assessed against the updated Target Baseline as it 
evolves. For example, an Implementation Baseline document 
for a product may contain a history of relevant Target Baseline 
requirements and when they were first met. This provides 
information about a vendor’s follow-through when promises 
are made to upgrade and become compliant with Target 
Baseline requirements. 
 
As new products are purchased using the Implementation 
Baseline as guidance, these products will evolve toward the 
Operational Baseline as their configuration, use, and best 
practices are established.  
 
Thus, with time, the Implementation Baseline and eventually 
the Operational Baseline will become more mature and 
populated with documentation. The process to track technology 
goals, products, and how we use them reduces the need to do a 
full assessment from scratch. 
 
 

6.  CONCLUSION 
 
The ability to maintain a secure information system is a 
daunting task. We propose a systematic way to identify and 
document future goals, translate these to current actions, and 
track these over the lifetime of products in the system until they 
no longer meet operational needs. This requires a dedicated 
team to work on the future vision, another team to map this 
vision to currently available products, and a third to document 
operational procedures for current products. By maintaining 
these teams and fostering communication between them, it is 
possible to maintain the collective knowledge of an expert. The 
periodic review and documentation provides the stability of a 
bureaucracy. The mapping to current products in the 
Implementation Baseline and Operational Baseline ensures that 
these ideas track with current best practices of vendors. This 
approach is currently being developed and implemented, and it 

is evolving and maturing as more mission needs are raised, 
more technologies are analyzed, more products are reviewed, 
and the operational procedures for these products are matured 
and documented. This paper is part of a body of work for high-
assurance enterprise computing using web services [7-13] 
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